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Attomey for: Piamuﬂ' Hariett M. Judnick, on behalf of
the Genera] Public of the State of California

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF MARIN

Casz No, w . 001’421

HARIETT M. JUDNICK, on bahalf of the h)
General Public of the State of Californis, )
) COMPLAINT FOR INJUNCTIVE RELIEF
Plaintiff, ) (Unfair, Doceptive, And Unlawful Busjness
) Practices/Privacy; False And Misleading
va. ) Advertising)
) [B&PC §5§17200 et 5cq.; B&PC §§17500 &t
DOURLEC]ICK, INC., a foreign corporation; ) seq.)
and DOLS 1.200, inclusive, )
H
Defendants. ) UNLIMITED JURISDICTION
)
) BY FAX

COMES NOW Plaintill ITARTETT M. JUDNICK, on bekalf of the General Public of tha

State of California, by and through her undersigned counsel, and for her Complaint For Injunctive

Relief in this action, states and allege as follows;
PRELIMINARY ALLEGATIONS
1. This complaint is brought by Plaintif HARIETT M. JUDNICK, on behalf of the
General Public of the State of California, to enjoin Defendants, and each ol them,
including Doubleclick, Inc., the Internet's |argest advertising company, from

unlawful, misleading, and deceptive business practices on the Internet that viojatc the

Complaint
Judnick v. Deyblechick, Inc
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Complant

privacy rights of PlainGifT and the General Public. Defendants use sophisticated
vomputer technology to identify Itemnet users, track and record their [ntemet use and
the Imtemet Web Sitas thoy visit, and obtain a plethéra of highly confidential and
persvnal informistion abuut them withowt Uier conseat, swluding, without lanitation,
their names, addresses, ages, shepping pattems and histories, credit card mformation.
bank account information, sexual oriemtation and praferences, and othor private
infornation. Defendanls’ mistead end have misled the General Publi futo a fulse
sense of privacy and security regarding their Iutemet use, while deceptively
acquiring, storing and selling millions of Intarpet users' most pnvate and personal
information for profit. Defendams fail and have fajled to provide adequate safeguards
for “inadvertent” disclosure of private information (or a mistaken mouse click) znd |
provide no mesns for merbers of the General Public te destroy all such data
collected Iy Defendants after such diadvartent disclosure is made. Defendants
practices threaten the privacy interests of Internet users, meluding users it California,
are unlawful, are offensive, deceptive and against public policy, and should be
enjuined.

Plaintf¥ HARIETT M. JUDNICK is an individua! residing. at all timas relevant
herein, in the Couunty of Marin, State of Califomnija. Plaintill bringy thiy action as a
representative of the Generul Public.

Defendant DOUBLECLICK, INC. {hereinafter "Doubleclick”) is. on information and
belief, at all times relevam herein, a farzign corporation doing business in Marin
County, State of California, and throughout the State of California,

"the true names and capacities, whether individual, corporate or atherwise, of DOES
1-200, are at this time unknown to Plaintiff, who therafore sues said Defendants by
such fictitious names wnd will ask leave of the Court to unend this Compluint to
reflact their true names and capacities when the sanye are asceriained, On information
and delief each of the said Doe Defendants is responsible in somie manner for the

events, acts and fjuiics deweribed below and caused damage, and are likely to cauye

Judnick v Daubleclick, Tne,
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Complaint

damage, 10 Plainliff und the General Public us ulleped.
On infoermation and beliet, at ali tites mentioned herein, cocl: and every Defendant,
including DOE defendants, was the owner, agent, principal, eimployes, employer,
1naster, yervant, partier, franchiver, fanchisee, or joml venturer of each of his or her
co-Defendants, and in doing the 2ctjons deseribed below was acting within the scope
of his or her authority in such ownership, agency, employment, service, partuership,
[ranchise and joint venoze and with the pennissiun znd consent of e2ch co-
Defendant. Each of said Doe Defendanty is, therefore, liable under the law, including
but not limited 1o, under the doctrines of respondeat superiore and the law of agency,
to Plaintiff for the acts, omissions and injuries inflicted upon and likely to be inflicted
upon Plaimtiff and the General Public, as described herein.
Acts, omissions and everty constituting the unfair competition and unlawhl,
misleading, fraudulert and unfair business practices described herein ocowrred in,
continue to oceur in, and will, m;.l.&ss enjoined, be likely to accur in, the County of
Marin, State of California, as well as throughout the State of California, the United
Stutes.
As 2 direct and proximate result of the acts and omissions of Defendants, arid esch of
them, described herein, Plaintiff and the General Public have been misled and are
Jikely to be mixled; and the privecy rights of Plaintilf and the Gewrul Public have
been viclated and are likely to be violated, unless Defendants, and each of them, are
enjoined from said aets and &missions.
FIRST CAUSE OF ACTION
(Unfair And Unlawf] Business Practices)
[Business & Professions Code §§ 17200 et soq.)

Plaintiff’ incarporates inte this cause of action the allegations contained in each and
every preceding paragraph of this Conplaint as if the same were set out at langth

herenu

Judnick v. Dovbleclick, ne,
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12.

13.

14.

On information and belief; defendant Doublectick is the largest Internet advertiser
operaing o5 the “Wasld Wide Web. Doubleclick offers advenising and adveising
services in California, including, without limitation, what it calls the "DoubleClick
Network,” a collection of some of the most heavily Gallicked Internet Web Sites, that
mcludes. by way of exumple, suci [umous Web Sites as AltaVists, Mucromadia,
Dilbert and many more, Doubleelick's advartising services include, without
limitatior. the providing of "banner adi2rising” of the sort commonly seen on
commercial Internet Weh Sites,

Doublaclick provides Imtemer advertising services, including 1 1echnology that tracks
an [nternot user's computer and web browser, on more than 11,500 Internet web sites
many of which are locsrad on servers located i California. It does this throvngh the
use of what is called a "cookie." & "eoakic™ is a file that is created and stored on a
user’s computer and “conumunicates” with an Internet user’s web browser when the
user visits an Internet Web Site. i
Daubleclick also operates an Internel Web Site with a Unifonn Resource Locator
("URL" or "Interaet address") of http:/Awww.doubleclick. cum. Doubleclivk owns the
registered Intemet domain name "doubleclick.com”

Doubleclick, on information and belicf, has thousands of advertisers in the Statz of
Califoruta und has placed in exvess of one million “cookiss™ o the Computers of
Interniet users in the Genzral Public of the State of California,

Defendants, and 2ach of them, use "cbokies" that create and assipn unique = ~
identification numbers to ¢ach Intemet user, allowing them 1o track an Intemet user's
visits to participating web sites that are Defendants’ clients, and allowing them 10
lrack and record Lntemet Users' response to banner advertising on web sites,

On or aboul June, 1999, Douahleclick aequired Abacus Direct Corporation
("Abacus"), a diréct-niarketing services company that mainfains a huge database of
names, addresses, telephona numbers, retail purchasing habits and other personal
information of nnthons of consumiers. Oun information and belief, Abacus' database,

Judmick v. Doubleclick, tne.
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now ovwned by Dowbleclick, contring such person) idenlifying information for ninsty:
per vent (902 of Auierean lLicuseholds.

15, Oninfoemation and belict] sinos an or about June, 1995, and ar least since on or abent
Novanber 23, 1995, when Doubleclivk completed ity merger with Abucus, and
continuing through the present, Doubleclick, the Doe Defendants herein, and 2ack af
them, have used, and continue to use, their “cookie” tackmalogy, along with the
Abacus database und infunnation provided by partivipating Web Site aperators and
owners, to identify lrfernet Wb Site visitors, and obtain and use persanal
information about them.

. 16 'When an Internet nser Visits a participating Web Sits, & uniquely identified "cookie"
is placed in his or her computer. Then, when that user visits a Web Site that has
information about the uscr's identity (such as 2 Web Site that the user has registered
with, or purchased goods from), the user's identity is linked with the identifying
"cookie.” Defendants, and each of them, ﬂunugh using the Abacus database, are then
able to obtain a potentially vast amount of parsonal information abaut the user. In
addition, the Internet user's buyinng habits, responses to advertising und the web sites
he or she visits are tracked and recorded.

17.  The Gencral Public, including plaintil harein, frequently use the Internet in the
privacy of their own home, and in the pursuit of their personal iinterests, as weli as fur
the purpose of making purchases of persoral jtems and services. Plaimtiffs and the
General Public frequently use their telephone 1o connect to the Internet. Use of the
Intemnet by the General Public frequemly includes the visiting of “sensitive web sites”
including, for example, legal sexuatly oricnted Internet Web Sites, and the purchase
of legal sexually sriented products and services. Other “sensitive™ web sites visited
by the membery of the Getieral Public include lav related sites, pulitical sites, book
sites, videctape/DVD sites, and online banking and brokerage sites. The nature of
private Intemet use by the Gencral Public gives rise (o a reasonable cxpectation of
privacy asto the Internet Web Sites they visit and products they purchase.

Cemplaint
Judnick v, Daubleclick. Tnc. .
Page 5
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18.

18,

20.

21

22.

Complaint

The information oblained b;; Dulindunly, and each of them, regarding Intemel usery
w10 visit participating Web Sites. includes and may includs, withowt Hrutation,
Intemnet users' names, addresses, lzjephone numbery, buying habits and history, a
history of the web sites visited by the Inteniet user, credit curd numbers and
information, bank account information, and personal tastes, inwrests, preferences and
proclivitics, including, without limitation, the Imternet user’s eexual orientation,
practices and prefereuc.s, book cheices, and DVD's purchased.

Prior to ita merger with Abacus, and for approximatelv four years prior 10 said
merger, defendanz Doubleclick, the Dos dafendants herein, and each of them, assured
the General Public, inchuding plaintiff herein, threugh public statements on their
Internit Web Site and elswhar, that Doublaclick did not collect persenal and
iderifying informaticn about Internet users who visited client or parlicipating wih
sites, or who “clicked" on Doubleclick-provided Intemet banne: advetising.

Based upon Defendants’, and each of their, representations that they were not
collacting or obtaining pereonal and idemifying infarmation about Internet users,
Plaintiff, and the Gm&al Public, s, wnd has had,  reasonuble expectation of
privacy in their lntemet use, including, without limitation, their consumer use of the
Internet, their responding to (or “clicking" on) Defendants' banner advertising, and
their purchases imsde on the Interiiet.

Stnce on or about June. 1999, and continuing through the present. Defendants, and
cach of them, have gathered, and continue to gather, personal identifying information
about Internet users, as described herein, including information of a highty privats,
contidential, sensitive and personal nature, On information and baliet, Defendants,
and each of them, have also disclosad, and are continuing to disclose and atherwise
ulilize, through enail, the web, and ather means, such information to other
businesses and third parties, for profit.

Defendante fail and have fziled to provide adequate safcguards for “inadvertent™

disciosure of private infortnation{or a mistaken mowse elick) and provide no mcans

Judnick v. Doubleclick, Inc.
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24,

25.

a8,

Complaint

for members ol'the General Public Lo destroy all such datu collected by Defendunts
alter such inadvertent disclosure is made. Indeed, Dafendarts, inconsistent with their
represantations that Internat users’ peivacy is of “paramount importance”, have fajled
to provide wny imechwiism for members of the General Public % “unring the bell™
once the Internet usar lourns that they mistakenly clicked on a buton or 1 web site
banner ad that “linked up” their name and address and refated intimate private
information with Defendam’s cookie(s). '

Tha acts and omissions of Defendams, and each of them, and the acts and omissiens
likely to oceur, if tiot enjoined, as described herain, are scrious invasions of the
privacy of plaintiff end the General Public of a naturc that is highly offensive 10 2.
reasonable person.

Defendants and each of them have not taken reasonable or adequate st:eps. since
beginning the practice of collecting Internet users' private and personally identifying
information, to inform plaintitf herein and the General Publie that Defendants, and
each of them, arc acquiring, using, staring and disclosing such private, canfidential
and personally idenifying information.

Detendants and ¢ach of them have not taken reasonable or adequate steps, since
beginning the practice of collecting luternat usars' private and peryonally identifying
information, to inform plaintiff herein sud the General Public of mry ability or means
to prevent Defendants, and each of theny, from acquiring. using. storing and
disclosing such’private, confidential, sensitive and personally identifying information
and have not provided adequate safeguards for plaintiff and the General Publie to
destroy such information a1 the Intemet user’s discretion.

The mesns, if any, to prevent Defendants, and ¢ach of them, from acquiring, using,
storing and disclosing private, confidentisl and personally identifying information, is
beyond the tachnical knowledge, ability and expertise of most Internet users,
including the Genera] Publie, and is difficult, i not impossible, for many members of
the General Public to implement.

Judrick v. Doubleclick, Ing.
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27.

28

29,

30.

3l.

Suid privale, identifying and confidential information has been obtained, and
conlinues to be obtained by Defendants. and cach of them. without disclosure to the
Greneral Public, and without the express consent and authorization of members of the
affected miesnbers of Uie General Public.

On information and belief, the actg and omissions ol Defendants, and earh of them,
describad herein, constitute past and continuing violations of Plaintiff's and the
Grneral Public's right w privacy, under Article I, Section 1 of the Califoria
Constitution, the common 1aw right of privacy in California, the Constitntion of tha
United States, snd the luws and statutes of the Statz of California and the United
States, and are therefors an unlawful, misleading, fraudulem and unfair business
practioc under Business & Professions Code §§17200 ¢t seq.

On information aad beljef, the information obtained, Stored, used and unlawfully
disclosed by Defendants. and cachy of them, includes and is likely to includs, unicss
enjoined, records of the sale and renta] of video casseftes and squivalent. and personal
information related thercts, by members of the General Public, (n violation of Civil
Code §1799.3, and is therefore an unlawful, misleading, fravdulent snd anfair
business practice under Business & Professions Code §§17200 et seq,

On information and balief, the acts and omissions of Defendants, and each of them,
includey, and iy likely to include, unless enjoined, violations of other laws and
stanutes of the State of California, and the United States. including but not limited to
false and misleading advertising (Business & Professions Code §§17500 et seq.).
California “anti-spam’* ¢-mail statutc, and electronic savesdropping (Penal Code
§K630 ct s2q,). and is Therefore ap unlawful, misicading, frandulent and unlair
business practice under Business & Professions Cede §§17200 ot séq.

The ¢ty and omissions of Defendanty, and cuch of them, are likely to continae and w
hearm plaintiff and the General Public ualess enjoined by this Court.

WHEREFORE, Plaintiff prays as set forth below.

ft!

Complan:

Fudlnick v, Desableclick. Inc
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32.

33,

34,

35,

SECOND CAUSE OF ACTION
(False And Mislending Adveritsing)
[Business & Professions Code §§17500 et seq ]
Pluinu incorpurates into tis vamse of acton the allegations containes in paragraph
1-7 and 9-29 of this Complaint 25 if the same were s2t oul ai length heren.
Defandants, and cach of them, by their past conduct, as described above, of assuring
the General Pablic that no personal and identifying infurmativn regarding Intemet
users was being or would be colleetad and used by Defendants, and ench of them,
have engaged in false and misleading advertising, in vialation of Business &
Professions Code §§17500 ot s2q.
Defendarts, and ench of them, conlinue to falssly misiead the General Public, tirough
doceptive and misleading statements published on their Iimternet Web Site at
Ittp:/forww.doubleclick con. Said statement tend to deceive, and are likely to
deceive, the public inwo falsely believing that Defendants, and each of them. are not
collecting persona) or identifying information about Internet users. Said false and
misleading siateynents include, withoul Jitnitation, representations by Doubleclick that
it is commitied 10 the privacy of [nternet users and gives said privacy interests
'paramount importance." Said nusleading statements alsa include, withoul limitation,
information und statements tanding to indivute thut personally jdentifying information
about Intomct users is not obtained. Only through reading in depth and et lezgth. to 2
degroc that the General Public is not likely to do, is it possible to ascertain from the
published infonnation on Doubleclick's Web Site that in fact such personally
identifying information can, and is being, obtained by Detendants, and sach of them.
Defendants, and sach of them, require members of the Genzral Public to taks
affirmative steps to "opt out” ol huving personal and idenlifying information collected
zbout them, rather than obtzining penmnission from members of the Ganeral Public
bifore collecting such information; even though the reasonable cxpeetations of
menibers of the General Public, based npon past statements of Defendauns, and each |

Complain:
Judnick v, Doubleclick, Tnc.
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of theny, as well ax currenily published inforrmation on the Doubleclick Web Site, 13

that such parsonal and 1dentifying information will sot be obtained without prior

consent,

36. T aforancntioned conguct of Defendanis knd each o thern constitutes falye and
misleading advertising in violation of Business & Professions Codes §§17500 el sey.
Said conduct is likely to continue to deceive and mislead the General Public unless

enjoined by this Court.
WHEREFORE, Plaintiff pravs as set forth balow.

PRAYER FOR RELIEF

Plaintiff KARRIET JUDNICK, an behatf of herself and the General Public, prays for
judgment against Defendars, and each of tham, as follows.

1. For a permanent injunction, as follows:

Compluint
Tadivick v. Doubleclick, Inc,

Enjoining Defcndants, and cach of them, from using any technology
for the purpose of personally identifying Intemet users or Web Site
visitors, including "cookies,” on the Internet, without obtaining the
prior express written consent of the Interrict user;

Requiring Defendants, and each of them, to provide an easy
mechanism 10 allow Internet users to destroy mistakenly gathered
privale infonvation and/or mivtakenly crealed cockies and/or
nistakenly creared Jinks betwaen cockies and private idenifyving
information;

Requiring Defendants, and each of them, 10 destroy 2!l records of
persanally identifying information obtained about Intemer users,
witheut such users’ cXpress written prior consest, in their possession or
control;

Requiring Defendants, and each of them, to prominently announce in
advertising in newspapers of general circulation throughaoul the State
of Califomia, and ou their Imernet Web Sites and participating Web

Page |4
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DATED: January 26, 2000

”

Complawnt
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Sites und Web Silos using their advertising ssrvices, that they have
oblained persunally idantifying infonnation regarding Internet users
without such users’ express consent; that henceforth such information
will nut be acyuired without the expresy wrillen consent of allected
Intemet users: and thut zny Internet user may oblain a copy of all such
information obrained regarding him or hersalf, without charge, upon
wrilten verilied roguest;

e Enjoiniag Dafendants, and each of them, from using improperly
obtained ¢-mail addresses to sand corameycial c-mail advertissments 1o
Internet users located i Califormia;

f Equitable relief according to proof including, bt not Timited o,
corrective ndvertising on the Internet and in California Newspapers,

Costy of muit harein,

Altornezy’s fees pursuan to Jaw and s Private Attomney General basis,

_ including, but not limited 1o, CCP §1021 5.
Such ather and further rejiclas the Court decms just snd proper.

THE ROTHKEN LAW FIRM

Ira P. Rothken, Esq
Attomey for Plaintiff

BARIETT M. JUDNICK, on bahalf of the
General Public of the State of Califormia

Judnick v. Denbleclick, Tns.
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